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SEE Characterization

of the New RTADGP

(RTAX-D) AntifuseBasedFPGA
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Abstracd A comprehensive SEE characterization at high
frequencies (up to 120 MHz) b the new spacdlight RTAX -D
antifuse-based FPGA family is presented SEE hardeningby-
design techniquesn the main FPGA programmable architectures
have been implementedlt is evaluated inrbeam to show their
efficacy in mitigating SETs with little area and time penalty. In
parti cular, the FPGA core and the new embedded DSP blocks
were mitigated and tested in heavy-ion beam Comparing to its
predecessorRTAX-S, these mitigationsreduce the overall orbital
error -rates byan order of magnitude

Index Term® SET Characterization and
Hardening-By-Design, antifuse-based FPGAs,
FPGAs, DSPs radiation tests, heavyions.

BFIight Field Programmable Gate Array (FPGA) famil
[1], the new RTAX-DSP FPGA product family{2] has been
developed using the same processing technoJagymeet the
increasing performance demand of data procesBiaged on
the design and SEE data of tRFAX-S, DSP blockshave
beenadded with minimum design changemd mitigations
have beerimplementedto enhance the SEE tolerancetoé
RTAX-DSP ¢alledalso RTAXD).

Indeed, he RTAX-S had beerhardenedo tolerateSingle
Event Upsets (SEUpy a hardwired, asynchronoudriple
Module RedundancyTMR) schemeon its registercells (R-
Cell); but there isno embedded hardwire@ET-mitigation
solution for its combinationalells (GCell). Based on this
knowledge, the first published data, with ttleck-frequency
ranging up to 150 MHz [3], attributed the frequeney
dependent SEinduced errors to iostrikes on GCells.
However, tirther beam testisy Actel radiation group4] and
confirmed later by The Aerospace Corporatiadiation group
[5] showedthat most of these errors are actually originatin
from ionstrikes onthe R-Cells. Detailed analyses indicdte
the senisive element to be the output buffer of thedrll [4].

These findings prompteédding several newnitigation
solutions to the RTAXD: the RCells are enhanced with
additional SET mitigationon their outpubuffer; the DSP
blocks areSEU-hardened by TMR foall of its registers and
SET-hardenedby filtering technique[2]. The implemented
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ron-volatile
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mitigation solutionsare derived from techniquesuch asthe
guardgate cells with temporal delay,[6-8] andtriple-drive
of the sensitive nodes

This paperpresens a comprehensive $Echaracterization
of the newRTAX4000D device, focusing otihe DSP Blocks
as well asthe C-Cells and theR-Cells in thecore.The SET
crosssections of the €ells were measured by using the
previouslypublished [4, 6fechnguesfor the RTAX-S and the
Radiation Tolerant Flashased FPGA (RT3PYhe mitigation
approaches as well as their efficacyniitigating SET effects
are demonstratecdy beam testand presenteéh this paper
The heavyion beam tests were performed in Lawrence
Berkeky National Laboratories (LBNLyith a wide heawon
(HI) cocktail (Neon, Argon, Cupper, Krypton and Xenon) at
normal incidences.The projected orbital errerates in
@synchronousrbits (GEO) arealsocompared with those of
he RTAX-S to show the efficacy of the newmployed
mitigation techniques

The paper is organized as follows. In section Il, we will
present a tief description of the RTAXS and the RTAXD
features targeing mostly the FPGA core and the new
embedded DSP blockas well the details of the adopted
mitigation techniques. In section Ill and IV, we will show and
discuss thebeam test results (SEE cresections and orbital
errorrates) toevaluate thenitigation solutions.

t

Il. DeviceUnderTest:RTAX-D

Actel RTAX-D architecturgshown in Fig. 1)derived from
the RTAX-S architecture has been designed fohigh
performance and total logic module utilizatiordnlike
traditional FPGAs, the entire floor of tH€TAX-D, similarly
to the RTAX-S device is coveed with a grid of logic
modules The RTAXD/RTAX-S FPGA families use a metal
to-metal antifuse programmable interconnect element that
esides between the upper tweetatlayers. The antifuses are

ormally open circuit and, when programmed, form a
permanent, passive, low impedance connection, leadifagto
signal propagatiofil-2].

A. FPGA Core Functionality and Mitigation

Actel's RTAX-S/'RTAX-D families provide two types of
logic modulesin the FPGA corethe RCell and the GCell.
The GCell can implement more than 4,000 ndoinational
functions of up to five inputs (Fig. 2) wittarry logic forthe
implementation of arithmetic futions. While each SEU
hardened RCell appears as a single-Dype flip-flop to the
user, each is implemented in silicon using triple redundancy.
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Fig. 1: Block Diagraraof the RTAX-S and the RTAXD FPGAs

Each TMR RCell consists of three mastslave latch
pairs (Fig. 3, each with asynchronous selrrecting

feedback paths. The output of each latch on the master or

slave side votes with the outputs of titber two latches on

that side. If one of the three latches is struck by an ion and
starts to change state, the voting with the other two latches

prevents that change from feeding back &tdhing. Care
was also taken in the layout to ensuratta single ion strike
couldnot affect more than one latch.
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Figure 2i C & R-Cell Block Diagram Architecture

The RCell contains a fligflop featuring asynchronous
clear, asynchronous preset, and ackbxe enable control
signals (Fig. 2. The RCell in both FPGAs is identical
except that the one in ¢hRTAX-D is enhanced with
additional SET mitigation of the last outputffer. For
RTAX-D R-Cell, this output buffers tripled to threéuffers
with their outputsconnected to a single nadé one of the
tripled buffers suffers an SET eventhe other two will

mitigation solutionis calledtriple-drive. With it, the RCell
is expected to be fully SEE mitigated.
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Figure 3:R-Cell Implementation Using Voter Gate Logic

The clocksource for the FCell can be chosen from the
hardwired clocks, routed clocks, or internal logic. Two C
Cells, a single RCell, and two Transmit (TX) and two
Receive (RX) routing buffers form a Cluster, while two
Clusters comprise a SuperClusfeig. 1).

Each SuperCluster also contains an independent Buffer
(B) module, which supports buffer insertion on highout
nets by the placandroute tool, minimizing system delays
while improving logic utilization. The logic modules within
the SuperCluster are anged so that twacombinational
modules are sidby-side, giving a CCiR1 Ci Ci R pattern
to the SuperCluster. ThisiCi R pattern enables efficient
implementation (minimum delay) of twlit carry logic for

subdue this SET effect and maintain the correct signal. Thi§Proved arithmetic performance.
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B. Embedded DSP BloskFunctionality and Mitigation o

As shown in Fig4, the flexible elements of the RTAX
DSP Mathblocksenable easy integration into many signal

processing topologies, such as Fast Fourier Transform ADD_SUB— oviL

(FFT), Inverse FFT, FiniteInfinite Impulse Response A" .
. . . X +/ Su[40:0]
Filters, and Discrete Cosine Transforrig]. They also _ Delay D

enable the acceleation of high precision singl@duble o S 2

floating point multiplications. To achieve uniform R LK
performance of DSP functionshe five DSP columnsare CONST[40:0]

evenly distributed across the deviceach oe of them SEL_CASC TMRd
adjacent to an SRAM/FIFO columrEach DSFcolumn Sw1[40:0]

includes 24 blocks of 18x18 bits DSP with a total of 120Fig. 5: Block Diagram of the DSP MitigatioThe output of
DSP blocks per FPGA. Each blockn beimplemented aa  each mattblock is connected to an SET filter, whose
simple multiplie; anaddefsubtractor oanaccumulator. filtering strength is controlled byelay (an invertestring).
The guardgate (GG) $ tripled to avoid mitigate SETS it.

ADD_SUB

OVRL IIl. SEE Characterizatioof the RTAXD FPGACore

= Sn[40:0] The test targets three configurable architectures in the
RTAX-D FPGA, the FPGA cor€-Cells and RCells, as

SHIFT1Y well as the mbedded DSP blocksn three different
SEL_CONST—m\ configurations Table 1 showsthe features of the
CONST[40:0] RTAX4000D and the RTAX2000S, to facilitate the
SEL_CASC—/Muxi\ comparison between the beassttresults in the following
Sn-1[40:0] Tablel: Features of thRTAX2000S ad RTAX4000D
Fig. 4: Internal Archiécture of the Embedded DSP Block Part RTAX2000S  RTAX4000D
For SET mitigation of the DSP blocks, low-pass SET System Gates 2M 4m
filter has beeninserted betweeeach bitof the multiplier R-Cells 10,752 18,480
; . : - C-Cells 20,504 36,960
outputand its following outputegister(as shown in Fig. 5) RAM Kbits 288 540
This type of SETFmitigation is derived froma previously DSP (18x18) Blocks - 120
proposed SET filtering technique [6-8] and has the Secure (AES) ISP Yes Yes
advantage of an easy implementation withminimum S'O"%kasn(k';ardw'red & Routed) 4 H agd 4R 4H ag'd 4R
hardware overhead anime penalty if the delayime is User 10s 684 840

short The addedSET filter first splits the original signal ]

path to two withan addiional path having amnverter string A Experimental Test Setup

to delay theoriginal signal. The latter and the delayed signal An updated version of thiest setup builpreviouslyfor

are bothfeeding to a guardate (GG) Fig.5 shows this the RTAX-S [5] was used It includes three boards: 1) a

guardgate of 4 transistors; it functions as an AND gatemotheboardhousing a master FPGihat doesthe in-beam

when the 2 inpusignals agree, or as at¢h of the previous monitoring and contrdihg of the DUT operation2) anew

state wherthe input signals differ. It will then pass only RTAX-D daughterboardousing the DUTthat provides the

those transients with widths exceeding the investeng interfacing to the motherboardnd 3) a interface board

delay. Each GG is tripled to avoid SETs in it. In normal housing a slave FPGAor the communication betweem

operation, any SET having a pulse width wider than theentralPC and thenotherboardhrough two USB ports.

delay time will propagate to the Rell. More details about ~~ The master FPGA placed in he motheboard is an

this SET mitigation solution are given in-§&. A3P1500FG484 while the slave FPGA in the interface
board isan A3P100€PQ208 The daughterboard includes a
socket for the RTAX4000BCQ352DUT. Considering the
high number ofOs (94) connectinghe DUT to the master
FPGA, many sudesign vesions were implemented and
exercised simultaneouslpn the same DUT with no
interferences between them. This feature is very important
for testing different designs the same conditiong:ig. 6
shows theRTAX-D experimentatadiationtest ®tup
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Fig. 7: Block Diagram of the n@R-Cells Test Design
Implemented on an RTAX4000D

The purpose of this iplementation is to show the
dependence of the clodkequency and the number of logic
C-Cells inserted between two-Rells on the resulting SEE
crosssections. SRL4 and SRL10 were tested at 15 and 30
MHz, although their maximum frequencies are 120MHz for
SRL4 and 60 MHz for SRL10. Fi@ shows the SEE cross
sections obtained fahesesub-designs and their dependence
on t hesfreéqency@nviell as the number of inserted
C-Cells betweemrachtwo R-Cells.

Few upsets were observed for the SRL4 and SRL10

For communication with the host PC, a generic userunning the clockrequency of 15 or 30 MHz. At 30 MHz,
interface was designed to communicate with the slave boarther SEE crosssections are twice the SEE cresstions at
The communication protocol between the slave board ant’> MHz.From the linear dependency on the clock frequency
the host PCalways remainsthe same for easy and fas of these crossection datawe concluded that most of the
implementation of any new SEE test experiment, alwaysrrorsare due to SEevents Also, at the same frequency
with a maximum of 64 display countewshosefunctions are (15 or 30 MHz), the data shows that the SEE esession
adjustable according to the running experiments. Thesef a 10GR-Cell is twice the SEE crossection of a 4R-
counters are usually used for dispiaythe numberof SEE  Cell, suggestinghatit is due to the increased number of C
events among other indicators of the operation of the DUTEells in the SRL10 & design compared theé SRL4.
design. More details about this user interface are given in To estimate the worstase for SRL10whose highest
[4]. For beam test experiments, two designs have been buffequency is 60MHz, we multiplied its SET cresaction
for the testing of: 1) the FPGA core and 2) the DSP blocks. obtained at 30 MHz by two. Similarly, th8EE cross

o section of a4C-R-Cell, whose maximum frequency is 120
B. FPGA CoreSEE CharacterizatiomC-R-Cells) MHz, was multipliedby four. Both worsecase SEE cross

The purpose of this tess to determie the SEE cross sections are shown ifig. 8, which coincide but do not
section ofthe combination of a number of-Cellsstring  exceed a @ell SET crosssection. Both show a saturation
whose output is connected to an-@ell. This type of SET crosssection of 4.61 x 18 cnf/(nC-R-Cells), and a
implementation is named in this pamernC-R-Cell. In the  threshold LET (LET) of 28 MeV.cni/mg. Indeed this
following, its crosssectionin an RTAXD FPGA will be  obtained SET crossection coincides at the saturation level
measure@nd compareto thatin an RTAX-S FPGA. with an RTAX-S C-Cell SET crosssection but not at the

As mentioned above, the-®ell should baelativelySEU  knee, specifically at the thresld LET. At this point, we
immune because of the TMR imp|ementaﬁnm_ However, ConjeCtUrahat the differencen the threshold LET& due to
for the RTAX-S, since the outbuffer of each RCell was ~ the added capétance in the RTAXD FPGAs routing
not T MeRob &-Cell in the RTAXS FPGA was incre_asing hence the SET filtering effects.__
sensitive to SETs and its cressctionincreaseswith the This alsomeans that the Rell is SEE-mitigated ands
clockfrequency, as previously shown i5]. not contrl_butlng anymore or very little to an _J(R;C_Zells

To measure the SEE cressction of an nC-R-Cell, a crosssection and that thenain component contributing to

basic test design inclily two shift registers (SR) was :Ee zgallll SEEfcrI?SZEC;gQ |stor(1je ﬁ(]:el:{_TEer?fgrEeE,oce
implemented on the RTAX4000BColumns. As shown in € ~Lels are iy fga‘ed, the nighes cress

Fig. 7, SRL4 is a shift register of 302-Bells configured as section of acompinati_onal shiftegister equals any other
D-Flip-Flops (DFFs) with one global clock signal and where"® operatedat its hlghest frequencyFurth_ermore, _i’_(e
four C-Cells configured as inverters {Cell-Inverter) are highestSEEcrosssection(worse-case) for_a given deS|g_9
inserted betweemdjacentR-Cells SRL10 is identical to thedprogécflosfér_}_e numbertpf use;ﬂélls |ntatg|(\j/en de_S|gr;
SRL4 except that ten-Cell-Invertersare insertedhis time and a e crosssectionas demonstraled previously
betweereach twoR-Cells n Ref. 6 Also, based on this beam data, reducing the
propagation delay between tweGells by half (ly reducing
the number of &ells) or runningthe desigrat half ofits
maximumallowedfrequencywill lead to the same results

Fig. 6: RTAX-D RadiationTestSetup
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It is thenpossible to estimate the SEE crgsstions of a
given design running at its maximum frequeigyknowing
its critical datapaths and the frequenciettheir clocks and
their datainputs. fad esi gnos
rate is reduced by two then the over@ET crosssection
will be reduced by twoThis can be very usefdbr the

5

estimation otthe dataratemasking effects in a given design.
Note that other calculations are needed to take in account
the logic masking effects such as the case of an AND gate

f r equenc wherpane df iisdnpuitsrispgrounded attthe time of an SET

occurrence on the other input.
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Fig. 8: SEECrosssections of the RTAX4000D nB-Cell

More importantly, at all frequencies, the&SEE cross
sectionof an nCGR-Cell in the RTAX-D are much lower
thanthat inthe RTAX-S; andthe LET;, in theRTAX4000D
increaseso 28 MeV.cn/mg, from 10 MeV.cnf/mg in the
RTAX-S (Fig. 9). These resultshow the efficacy othe
SET mitigation solution (tripledrive) implementedon the
R-Cells output buffes. Note thatwe only observed soft
errorsandno power cyclewere neededuring the beam test.

The resulting WEIBULL parameters along with tipeedicted
geosynchronous orbital errorrates for an n@R-Cell
implemented iran RTAX2000S or an RTAX4000@re given
in Table 2.The data show a reduction afi order of magnitude
of the orbital errorate d an nGR-Cell in an RTAX4000D
compared to thain an RTAX2000S.This proves the efficacy
of the added mitigatioacheme for the &ell.

Table2: WEIBULL Parameters, Threshold LETs aB&T CrossSections of SinglenC-R-Cell and
Estimated GEO Orbitdtrror Rates in aRRTAX4000D and the RTAX2000S
Solar Minimum, Aluminum Thickness100mil; Z=2; no Funneling

Frequency s Limit

Saturation Cross GEO Orbital Error

. 2
Unit [MHz] W enmPunig  Onset  LETmIMeV.emimg]l oo ionem?iC-Cel]  Rate [Error/CelliDay]
nC-R-Cell 120 13 100  1E7 10 9.74<LET,<21.17 6.39E8 5219
(RTAX2000S)
nC-R-Cell 120 2 40 6E-8 23 21.17< LET,<30.86 5.21E-8 419 E10

(RTAX4000D)
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columns; each column has a SET filter with a unique delay
(from 0 to 1 ns)as shown in FiglO. This delayincremens

with 250ps from column O to column 4. For instance, column O
doesndt include SET f i fiterefri ng,
250ps, while column 5 uses an SET filter of 1 ns. The main

Lo //
RTAXQSV / purpose of the beam experiments was to determime th
appropriatedelay.

1E06 T —RTAX4000D-4C-R-Cell_120MHz
—RTAX2000S-4C-R-Cell_120MHz
| | —RTAX250S-C-Cell

H
m
<)
N

SEE Cross-Section (cm?/nC-R-Cell)

= 1.E-09
/ For the beam test experimen® DSP test design was
1E-10 mprovermp RTAX4000D igrplementedo exercised?fferent implementatiog;lof .the DSP
> ocksand measure their crossctions It usesfive identical
1E1 RTszsoi{ subdesigns each one of them is implemented on a single
CCell (SET) DSP-column and uses24 DSP blocks.These 24 DSP blocks
1E12 are shared in three sets of eight DSPs eAshshown in Fig.

0 10 2 LET?;A y 4/0 \ 50 60 & 8 10, thefirst DSP set isconfigured asnultipliers (MULT), the
eV.cm?/mg .

C o L secondset as adders/substractof8DD/SUB), and the third

Fig. 9: Efficacy of the Mitigation Solution in the RTARD set as accumulator¢ACC). These three different DSP

o configurations use the maltiock in different mannersas
IV. SEE Characterizatioof the DSP Blocks shown in Fig. 1. For instance, both othe adder and the

To =lect the appropriate filtering strength or delay for accumulator use a feedback path in the DSP blocks, but not the

DSPblock that optimizes the tradef between the low orbital multiplier.

errorrates and the performancea protetype named

RTAX4000D-5Columns in a CQ352 package was used for

beamtest experimentsThe DUT hasfive different DSP

Level of SET Mitigation
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Fig. 10: Block Diagram othe RTAX4000D5Columns varying the levels of SET Mitigation with the Delay



