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PRESS RELEASE 

  

Cryptography Research and Actel Announce License Agreement Enhancing Security of 
Actel FPGAs by Protecting Against Side-Channel Attacks 

Agreement Allows Actel to Offer Cryptography Research’s Differential Power Analysis 
Countermeasures to its Customers for use on Actel’s FPGAs  

 
SAN FRANCISCO, CA and MOUNTAIN VIEW, CA – April 26, 2010 – Cryptography Research, Inc. (CRI) and Actel 
Corporation (NASDAQ: ACTL) today announced an agreement regarding the use of Cryptography Research patents to 
enhance the security of Actel’s products against differential power analysis (DPA) and other side-channel related 
attacks.   
 
The agreement allows Actel to use DPA countermeasures to protect bitstream loading on Actel field programmable 
gate array semiconductors (FPGAs), enabling Actel’s customers to protect their intellectual property and cryptographic 
keys from adversaries using power analysis and related attacks. In addition, the license also provides an option for 
Actel customers to implement their own or licensed third party DPA countermeasures on certain Actel products without 
requiring the customer to obtain a separate license from Cryptography Research.   
  
“As more fielded systems involve sensitive cryptographic keys and intellectual property, protection from power analysis 
attacks becomes critically important for FPGA users concerned about security,” said Richard Newell, senior principal 
product architect at Actel. “Actel is already recognized as a leader in secure FPGAs, and this agreement illustrates our 
continued proactive commitment to providing our customers with the highest level of security capabilities.” 
 
DPA is a form of attack that involves monitoring variations in the electrical power consumption of a target device, then 
using advanced statistical methods to determine cryptographic keys. Countermeasures to DPA are used to protect 
tamper-resistant chips utilized in applications such as government, banking, defense, pay television, mass transit, 
secure ID, product authentication, smart electricity grids, trusted platform modules, and wired and wireless 
communication.   
 
“We are excited that Actel is the first major FPGA vendor to license our DPA countermeasure technology,” said Pankaj 
Rohatgi, technical director, hardware security solutions at Cryptography Research. “We are pleased to provide Actel 
and its customers with the license and technology rights needed to meet government and industry requirements for 
power analysis countermeasures.” 

 
Cryptography Research has been awarded a portfolio of more than 50 patents covering countermeasures to DPA 
attacks, with additional patent applications pending.   
 
Actel plans to bolster existing and future FPGA families, including the industry leading IGLOO®, ProASIC®3, 
SmartFusion™ and Fusion families, with DPA countermeasure licensed offerings.  Contact Actel for more information. 
 
About Cryptography Research, Inc. 
Cryptography Research, Inc. develops and licenses technology to solve complex security problems. In addition to 
security evaluation and applied engineering work, the company is actively involved in long-term research and 
technology licensing in areas including content protection, tamper resistance, network security and financial services. 
Over 4.5 billion security products are made each year with technology licensed from Cryptography Research, and 
security systems designed by Cryptography Research engineers protect hundreds of billions of dollars of commerce 
annually for government, wireless, telecommunications, financial, digital television, entertainment, and Internet 
industries. For additional information please visit www.cryptography.com. 
 
About Actel  
Actel is the leader in low power FPGAs and mixed signal FPGAs, offering the most comprehensive portfolio of system 
and power management solutions. Power Matters. Learn more at www.actel.com. 
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